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Congestion Management and
Congestion Avoidance Configuration

About This Chapter

When network congestion occurs, the device configured with congestion
management and congestion avoidance uses scheduling policies to determine the
packet forwarding sequence so that core services are processed preferentially. Or,
the device drops packets and adjusts network traffic to solve network overload
problem.
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This section describes the principles of congestion management and congestion
avoidance.
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4.1 Overview of Congestion Management and
Congestion Avoidance

Congestion avoidance prevents a network from being overloaded using a packet
discarding policy. Congestion management ensures that high-priority services are
preferentially processed based on the specified packet scheduling sequence.

On a traditional network, quality of service (QoS) is affected by network
congestion. Congestion means the low data forwarding rate and delay resulting
from insufficient network resources. Congestion results in delay of packet
transmission, low throughput rate, and high resource consumption. Congestion
frequently occurs in a complex networking environment where packet
transmission and provision of various services are both required.

Congestion avoidance and congestion management are two flow control
mechanisms for resolving congestion on a network.

Congestion Avoidance

Congestion avoidance is a flow control mechanism. A system configured with
congestion avoidance monitors network resources such as queues and memory
buffers. When congestion occurs or aggravates, the system discards packets.

The device supports the following congestion avoidance features:

e Tail drop

Tail drop is the traditional congestion avoidance mechanism that processes all
packets equally without classifying the packets into different types. When
congestion occurs, packets at the end of a queue are discarded until the
congestion problem is solved.

Tail drop causes global TCP synchronization. In tail drop mechanism, all newly
arrived packets are dropped when congestion occurs, causing all TCP sessions
to simultaneously enter the slow start state and the packet transmission to
slow down. Then all TCP sessions restart their transmission at roughly the
same time and then congestion occurs again, causing another burst of packet
drops, and all TCP sessions enters the slow start state again. The behavior
cycles constantly, severely reducing the network resource usage.

e WRED

Weighted Random Early Detection (WRED) randomly discards packets based
on drop parameters. WRED defines different drop policies for packets of
different services. WRED discards packets based on packet priorities, so the
drop probability of packets with higher priorities is low. In addition, WRED
randomly discards packets so that rates of TCP connections are reduced at
different times. This prevents global TCP synchronization.

WRED defines upper and lower threshold for the length of each queue. The
packet drop policy is as follows:

- When the length of a queue is shorter than the lower threshold, no
packet is discarded.

- When the length of a queue exceeds the upper threshold, all received
packets are discarded.
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- When the length of a queue ranges from the lower threshold to the
upper threshold, incoming packets are discarded randomly. RED generates
a random number for each incoming packet and compares it with the
drop probability of the current queue. If the random number is greater
than the drop probability, the packet is discarded. A longer queue
indicates a higher drop probability.

Congestion Management

When a network is congested intermittently and delay-sensitive services require
higher bandwidth than other services, congestion management adjusts the
scheduling order of packets.

The device supports the following congestion management features:

PQ scheduling

Priority Queuing (PQ) schedules packets in descending order of priorities.
Queues with lower priorities are processed only after all the queues with
higher priorities have been processed.

By using PQ scheduling, the device puts packets of delay-sensitive services
into queues with higher priorities and packets of other services into queues
with lower priorities. In this manner, packets of key services can be
transmitted first.

PQ scheduling has a disadvantage. If a lot of packets exist in queues with
higher priorities when congestion occurs, packets in queues with lower
priorities cannot be transmitted for a long time.

WRR scheduling

Weighted Round Robin (WRR) scheduling ensures that packets in all the
queues are scheduled in turn.

For example, eight queues are configured on an interface. Each queue is
configured with a weight: w7, w6, w5, w4, w3, w2, w1, and w0. The weight
value represents the percentage of obtaining resources. The following scenario
assumes that the weights of queues on the 100M interface are 50, 50, 30, 30,
10, 10, 10, and 10, which match w7, w6, w5, w4, w3, w2, w1, and woO.
Therefore, the queue with the lowest priority can obtain at least 5 Mbit/s
bandwidth. This ensures that packets in all the queues can be scheduled.

In addition, WRR can dynamically change the time of scheduling packets in

queues. For example, if a queue is empty, WRR ignores this queue and starts
to schedule the next queue. This ensures efficient use of bandwidth.

WRR scheduling has two disadvantages:

- WRR schedules packets based on the number of packets. When the
average packet length in each queue is the same or known, you can
obtain the required bandwidth by setting WRR weight values. When the
average packet length in each queue is variable, you cannot obtain the
required bandwidth by setting WRR weight values.

- Delay-sensitive services, such as voice services, cannot be scheduled in a
timely manner.

DRR scheduling
Implementation of Deficit Round Robin (DRR) is similar to that of WRR.

The difference between DRR and WRR is as follows: WRR schedules packets
based on the number of packets, whereas DRR schedules packets based on
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the packet length. If the packet length is too long, DRR allows the negative
weight value so that long packets can be scheduled. In the next round, the
queue with the negative weight value is not scheduled until its weight value
becomes positive.

DRR offsets the disadvantages of PQ scheduling and WRR scheduling. That is,
in PQ scheduling, packets in queues with lower priorities cannot be scheduled
for a long time; in WRR scheduling, bandwidth is allocated improperly when
the packet length of each queue is different or variable.

DRR cannot schedule delay-sensitive services such as voice services in time.
WFQ scheduling

Fair queuing (FQ) ensures that network resources are allocated evenly to
optimize the delay and jitter of all flows. Weighted FQ (WFQ) schedules
packets based on priorities, and schedules more packets with higher priorities
than packets with lower priorities.

WFQ can automatically classify flows based on the session information,
including the protocol type, source and destination TCP or UDP port numbers,
source and destination IP addresses, and precedence field in the Type of
Service (ToS) field. In addition, WFQ provides a large number of queues and
evenly puts flows into queues to smooth out the delay. When flows leave
queues, WFQ allocates the bandwidth on the outbound interface for each
flow based on the precedence of each flow. Flows with the lowest priorities
obtain the least bandwidth.

PQ+WRR/PQ+DRR/PQ+WFQ scheduling

PQ, WRR, DRR, and WFQ have their own advantages and disadvantages. If
only PQ scheduling is used, packets in queues with lower priorities may not
obtain bandwidth. If only WRR, DRR, or WFQ scheduling is used, delay-
sensitive services cannot be scheduled in time. PQ+WRR, PQ+DRR, or PQ
+WFQ scheduling integrates the advantages of PQ scheduling and WRR or
DWRR scheduling and offsets their disadvantages.

By using PQ+WRR, PQ+DRR, or PQ+WFQ scheduling, the device puts
important packets, such as protocol packets and packets of delay-sensitive
services to the PQ queue, and allocates bandwidth to the PQ queue. Then the
device can put other packets into WRR, DRR, or WFQ queues based on the
packet priority. Packets in WRR, DRR, or WFQ queues can be scheduled in
turn.

CBQ scheduling

Class-based queueing (CBQ) is an extension of WFQ and matches packets
with traffic classifiers. CBQ classifies packets based on the IP precedence or
Differentiated Services Code Point (DSCP) priority, inbound interface, or 5-
tuple (protocol type, source IP address and mask, destination IP address and
mask, source port range, and destination port range). Then CBQ puts packets
into different queues. If packets do not match any configured traffic
classifiers, CBQ matches packets with the default traffic classifier.

CBQ provides the following types of queues:
-  Expedited Forwarding (EF) queues are applied to short-delay services.

An EF queue has the highest priority. You can put one or more types of
packets into EF queues and set different bandwidth for different types of
packets.
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In addition to common EF queues, the device provides a special EF queue,
LLQ queue with the shortest delay. Low Latency Queuing (LLQ) provides
good QoS assurance for delay-sensitive services such as VolP services.

User Datagram Protocol (UDP) packets of VoIP services often exist in EF
queues; therefore, use the tail drop method but not WRED.

- Assured Forwarding (AF) queues are applied to key data services that
require assured bandwidth.

Each AF queue corresponds to one type of packets. You can set
bandwidth for each type of packets. During scheduling, the system sends
packets based on the configured bandwidth. AF implements fair
scheduling. If an interface has remaining bandwidth, packets in AF
gueues obtain the remaining bandwidth based on weights. When
congestion occurs, each type of packets can obtain the minimum
bandwidth.

If the length of an AF queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

- Best-Effort (BE) queues are applied to best-effort services that require no
strict QoS assurance.

If packets do not match any configured traffic classifiers, packets match
the default traffic classifier defined by the system. You are allowed to
configure AF queues and bandwidth for the default traffic classifier,
whereas BE queues are configured in most situations. BE uses WFQ
scheduling so that the system schedules packets matching the default
traffic classifier based on flows.

If the length of a BE queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

(10 NOTE

After packet fragments are scheduled in queues, the device may randomly discard
some packets. As a result, fragments fail to be reassembled.

4.2 Understanding Congestion Management and
Congestion Avoidance

This section describes the principles of congestion management and congestion
avoidance.

4.2.1 Congestion Avoidance

Congestion avoidance is a mechanism used to control service flows. A system
configured with congestion avoidance monitors network resource usage such as
queues and memory buffers. When congestion occurs or aggravates, the system
starts to discard packets.

Congestion avoidance uses tail drop and WRED to discard packets.

e Traditional tail drop policy
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The traditional packet drop policy uses the tail drop method. When the length
of a queue reaches the maximum value, all the packets last added to the
queue (at the tail of the queue) are discarded.

This packet drop policy may cause global TCP synchronization. As a result,
TCP connections cannot be set up. The three colors represent three TCP
connections. When packets from multiple TCP connections are discarded,
these TCP connections enter the congestion avoidance and slow start state.
Traffic reduces, and then reaches the peak. The volume of traffic varies
greatly.

Figure 4-1 Tail drop policy
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To avoid global TCP synchronization, Random Early Detection (RED) is used.
The RED mechanism randomly discards packets so that the transmission
speed of multiple TCP connections is not reduced simultaneously. In this
manner, global TCP synchronization is prevented. The rate of TCP traffic and
network traffic becomes stable.

Figure 4-2 RED
A
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The device provides Weighted Random Early Detection (WRED) based on RED
technology. WRED discards packets in queues based on DSCP priorities or IP
priorities. The upper drop threshold, lower drop threshold, and drop
probability can be set for each priority. When the length of a queue is smaller
than the lower drop threshold, no packets are discarded. When the length of
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a queue exceeds the upper drop threshold, all new packets in the queue are
discarded. When the length of a queue is between the upper drop threshold
and the lower drop threshold, new packets are discarded randomly. A longer
queue means higher drop probability, but the drop probability has a
maximum value.

(11 NOTE

LAN-side subcards do not support WRED.

4.2.2 Congestion Management

As increasing network services are emerging and people are demanding higher
network quality, limited bandwidth cannot meet network requirements. As a
result, the delay and signal loss occur because of congestion. When a network is
congested intermittently and delay-sensitive services require higher QoS than
delay-insensitive services, congestion management is required. If congestion
persists on the network after congestion management is configured, the
bandwidth needs to be increased. Congestion management implements queuing
and scheduling when sending packet flows.

Based on queuing and scheduling policies, WAN-side interfaces and layer 2 VE
interfaces support Priority Queuing (PQ), Weighted Fair Queuing (WFQ), and PQ
+WFQ. Other LAN-side interfaces on the device support PQ, DRR, PQ+DRR, WRR

On the device, there are four or eight queues on each interface in the outbound
direction, which are identified by index numbers. The index numbers range from 0
to 3 or 0 to 7. Based on the mappings between local priorities and queues, the
device sends the classified packets to queues, and then schedules the packets
using queue scheduling mechanisms. The following examples use eight queues on
each interface to describe each scheduling mode.

e PQ scheduling

PQ scheduling is designed for core services, and is applied to the queues in
descending order of priorities. Queues with lower priorities are processed only
after all the queues with higher priorities are empty. In PQ scheduling,
packets of core services are placed into a queue of a higher priority, and
packets of non-core services such as email services are placed into a queue of
a lower priority. Core services are processed first, and non-core services are
sent at intervals when core services are not processed.

As shown in Figure 4-3, the priorities of queues 7 to 0 are in descending
order of priorities. The packets in queue 7 are processed first. The scheduler
processes packets in queue 6 only after queue 7 becomes empty. The packets
in queue 6 are sent at the link rate when packets in queue 6 need to be sent
and queue 7 is empty. The packets in queue 5 are sent at the link rate when
queue 6 and queue 7 are empty, and so on.

PQ scheduling is valid for short-delay services. Assume that data flow X is
mapped to the queue of the highest priority on each node. When packets of
data flow X reach a node, the packets are processed first.

The PQ scheduling mechanism, however, may result in starvation of packets
in queues with lower priorities. For example, if data flows mapped to queue 7
arrive at 100% link rate in a period, the scheduler does not process flows in
queue 6 and queues 0 to 5.
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To prevent starvation of packets in some queues, upstream devices need to
accurately define service characteristics of data flows so that service flows
mapped to queue 7 do not exceed a certain percentage of the link capacity.
By doing this, queue 7 is not full and the scheduler can process packets in
queues with lower priorities.

Figure 4-3 PQ scheduling
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e WRR scheduling

WRR scheduling is an extension of Round Robin (RR) scheduling. Packets in
each queue are scheduled in a polling manner based on the queue weight. RR
scheduling equals WRR scheduling with the weight being 1.

Figure 4-4 shows WRR scheduling.

Figure 4-4 WRR scheduling
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In WRR scheduling, the device schedules packets in queues in a polling
manner round by round based on the queue weight. After one round of
scheduling, the weights of all queues are decreased by 1. The queue whose
weight is decreased to 0 cannot be scheduled. When the weights of all the
queues are decreased to 0, the next round of scheduling starts. For example,
the weights of eight queues on an interface are setto 4, 2, 5, 3, 6, 4, 2, and 1.
Table 4-1 lists the WRR scheduling results.

Table 4-1 WRR scheduling results
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The statistics show that the number of times packets are scheduled in each
queue corresponds to the queue weight. A higher queue weight indicates a
greater number of times packets in the queue are scheduled. The unit for
WRR scheduling is packet; therefore, there is no fixed bandwidth for each
queue. If packets are scheduled fairly, large-sized packets obtain more
bandwidth than small-sized packets.

WRR scheduling offsets the disadvantage of PQ scheduling in which packets
in queues with lower priorities may be not processed for a long period of
time. In addition, WRR can dynamically change the time of scheduling packets
in queues. For example, if a queue is empty, WRR scheduling ignores this
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queue and starts to schedule the next queue. This ensures bandwidth usage.
WRR scheduling, however, cannot schedule short-delay services in time.

DRR scheduling

DRR is also based on RR. DRR solves the WRR problem. In WRR scheduling, a
large-sized packet obtains less bandwidth than a small-sized packet. DRR
schedules packets considering the packet length, ensuring that packets are
scheduled equally.

Deficit indicates the bandwidth deficit of each queue. The initial value is 0.
The system allocates bandwidth to each queue based on the weight and
calculates the deficit. If the deficit of a queue is greater than 0, the queue
participates in scheduling. The device sends a packet and calculates the deficit
based on the length of the sent packet. If the deficit of a queue is smaller
than 0, the queue does not participate in scheduling. The current deficit is
used as the basis for the next round of scheduling.

Figure 4-5 Queue weights
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In Figure 4-5, the weights of Q7, Q6, Q5, Q4, Q3, Q2, Q1, and QO are set to
40, 30, 20, 10, 40, 30, 20, and 10 respectively. During scheduling, Q7, Q6, Q5,
Q4, Q3, Q2, Q1, and QO obtain 20%, 15%, 10%, 5%, 20%, 15%, 10%, and 5%
of the bandwidth respectively. Q7 and Q6 are used as examples to describe
DRR scheduling. Assume that Q7 obtains 400 bytes/s bandwidth and Q6
obtains 300 bytes/s bandwidth.
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First round of scheduling
Deficit[7][1] = 0+400 = 400
Deficit[6][1] = 0+300 = 300

After packet of 900 bytes in Q7 and packet of 400 bytes in Q6 are sent,
the values are as follows:

Deficit[7][1] = 400-900 =-500
Deficit[6][1] = 300-400 =-100
Second round of scheduling
Deficit [7][2] = -500 + 400 = -100
Deficit [6][2] = -100 + 300 = 200

Packet in Q7 is not scheduled because the deficit of Q7 is negative.
Packets of 300 bytes in Q6 are sent. The value is as follows:

Deficit [6][2] = 200-300 =-100

Third round of scheduling

Deficit[7][3] = -100+400 = 300

Deficit[6][3] = -100+300 = 200

Packet of 600 bytes in Q7 and packet of 500 bytes in Q6 are sent, the
values are as follows:

Deficit[7][3] = 300-600 =-300

Deficit[6][3] = 200-500 =-300

Such a process is repeated and finally Q7 and Q6 respectively obtain 20%

and 15% of the bandwidth. This illustrates that you can obtain the
required bandwidth by setting the weights.

In DRR scheduling, short-delay services still cannot be scheduled in time.
WEFQ scheduling

Fair Queuing (FQ) equally allocates network resources so that the delay and
jitter of all flows are minimized.

Packets in different queues are scheduled fairly. The delays of all flows
have slight difference.

Packets with different sizes are scheduled fairly. If many large and small
packets in different queues need to be sent, small packets are scheduled
first so that the total packet jitter of each flow is reduced.

Compared with FQ, WFQ schedules packets based on priorities. WFQ
schedules packets with higher priorities before packets with lower priorities.

Before packets enter queues, WFQ classifies the packets based on:

Session information

WEFQ classifies flows based on the session information including the
protocol type, source and destination TCP or User Datagram Protocol
(UDP) port numbers, source and destination IP addresses, and
precedence field in the ToS field. Additionally, the system provides a large
number of queues and equally places flows into queues to smooth out
the delay. When flows leave queues, WFQ allocates the bandwidth on the
outbound interface for each flow based on the precedence of each flow.
Flows with the lowest priorities obtain the least bandwidth. Only the
packets matching the default traffic classifier in Class-based queueing
(CBQ) can be classified based on session information.
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- Priority
The priority mapping technique marks local priorities for traffic and each
local priority maps a queue number. Each interface is allocated eight
queues and packets enter queues. By default, queue weights are the
same and traffic equally shares the interface bandwidth. Users can
change weights so that high-priority and low-priority packets are
allocated bandwidth based on weight percentage.

Figure 4-6 WFQ scheduling
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e PQ+WRR scheduling

PQ scheduling and WRR scheduling have advantages and disadvantages. To
offset disadvantages of PQ scheduling or DRR scheduling, use PQ+WRR
scheduling. Packets from queues with lower priorities can obtain the
bandwidth by WRR scheduling and short-delay services can be scheduled first
by PQ scheduling.

On the device, you can set WRR parameters for queues. The eight queues on
each interface are classified into two groups. One group includes queue 7,
queue 6, and Queue 5, and is scheduled in PQ mode; the other group includes
queue 4, queue 3, queue 2, queue 1, and queue 0, and is scheduled in WRR
mode. Only LAN-side interfaces on the device support PQ+WRR scheduling.
Figure 4-7 shows PQ+WRR scheduling.
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Figure 4-7 PQ+WRR scheduling
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During scheduling, the device first schedules traffic in queue 7, queue 6, and
queue 5 in PQ mode. The device schedules traffic in other queues in WRR
mode only after the traffic in queue 7, queue 6, and queue 5 are scheduled.
Queue 4, queue 3, queue 2, queue 1, and queue 0 have their own weights.
Important protocol packets or short-delay service packets must be placed in
queues using PQ scheduling so that they can be scheduled first. Other packets
are placed in queues using WRR scheduling.

e PQ+DRR scheduling

L] NOTE
LAN interfaces support PQ+DRR scheduling.

Similar to PQ+WRR, PQ+DRR scheduling offsets disadvantages of PQ
scheduling and DRR scheduling. If only PQ scheduling is used, packets in
queues with lower priorities cannot obtain bandwidth for a long period of
time. If only DRR scheduling is used, short-delay services such as voice
services cannot be scheduled first. PQ+DRR scheduling has advantages of
both PQ and DRR scheduling and offsets their disadvantages.

Eight queues on the device interface are classified into two groups. You can
specify PQ scheduling for certain groups and DRR scheduling for other groups.
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Figure 4-8 PQ+DRR scheduling
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As shown in Figure 4-8, the device first schedules traffic in queues 7, 6, and 5
in PQ mode. After traffic scheduling in queues 7, 6, and 5 is complete, the
device schedules traffic in queues 4, 3, 2, 1, and 0 in DRR mode. Queues 4, 3,
2, 1, and 0 have their own weight.

Important protocol packets or short-delay service packets must be placed in
queues using PQ scheduling so that they can be scheduled first. Other packets
are placed in queues using DRR scheduling.

e PQ+WFQ scheduling

Similar to PQ+WRR, PQ+WFQ scheduling has advantages of PQ scheduling
and WFQ scheduling and offsets their disadvantages. If only PQ scheduling is
used, packets in queues with lower priorities cannot obtain bandwidth for a
long period of time. If only WFQ scheduling is used, short-delay services such
as voice services cannot be scheduled first. To solve the problem, configure PQ
+WFQ scheduling.

Eight queues on the device interface are classified into two groups. You can
specify PQ scheduling for certain groups and WFQ scheduling for other
groups.

WANS-side interfaces and layer 2 VE interfaces support PQ+WFQ scheduling.
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Figure 4-9 PQ+WFQ scheduling
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As shown in Figure 4-9, the device first schedules traffic in queue 7, queue 6,
and queue 5 in PQ mode. After traffic scheduling in queues 7, 6, and 5 is
complete, the device schedules traffic in queues 4, 3, 2, 1, and 0 in WFQ
mode. Queues 4, 3, 2, 1, and 0 have their own weights.

Important protocol packets or short-delay service packets must be placed in
queues using PQ scheduling so that they can be scheduled first. Other packets

are placed in queues using WFQ scheduling.

CBQ scheduling

Class-based queueing (CBQ) is an extension of WFQ and matches packets
with traffic classifiers. CBQ classifies packets based on the IP precedence or
DSCP priority, inbound interface, or 5-tuple (protocol type, source IP address
and mask, destination IP address and mask, source port range, and
destination port range). Then CBQ puts packets into different queues. If
packets do not match any configured traffic classifiers, CBQ matches packets
with the default traffic classifier.
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Figure 4-10 CBQ scheduling
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As shown in Figure 4-10, CBQ provides the following types of queues:

Expedited Forwarding (EF) queues are applied to short-delay services.

Assured Forwarding (AF) queues are applied to key data services that
require assured bandwidth.

Best-Effort (BE) queues are applied to best-effort services that require no
strict QoS assurance.

EF queue

An EF queue has the highest priority. You can put one or more types of
packets into EF queues and set different bandwidth for different types of

packets.

During packet scheduling, packets in EF queues are sent first. When
congestion occurs, packets in EF queues are sent first. To ensure that
packets in AF and BE queues are scheduled, packets in EF queues are sent
at the configured rate limit. When no congestion occurs, EF queues can
use available bandwidth of AF and BE queues. The EF queues can be
allocated available bandwidth but cannot occupy additional bandwidth.
This protects the bandwidth available to other packets.

In addition to common EF queues, the device provides a special EF queue,
LLQ queue. In contrast to other queues, LLQ queues provide lower delay.
LLQ provides good QoS assurance for delay-sensitive services such as

VolIP services.
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AF queue

Each AF queue corresponds to one type of packets. You can set
bandwidth for each type of packets. During scheduling, the system sends
packets based on the configured bandwidth. AF implements fair
scheduling. If an interface has remaining bandwidth, packets in AF
queues obtain the remaining bandwidth based on weights.

If the length of an AF queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

BE queue

If packets do not match any configured traffic classifiers, packets match
the default traffic classifier defined by the system. You are allowed to
configure AF queues and bandwidth for the default traffic classifier,
whereas BE queues are configured in most situations. BE uses WFQ
scheduling so that the system schedules packets matching the default
traffic classifier based on flows.

If the length of a BE queue reaches the maximum value, the tail drop
method is used by default. You can choose to use WRED.

4.3 Application Scenarios for Congestion Avoidance
and Congestion Management

Congestion Management

Congestion management is often deployed in QoS applications to schedule
different services based on priorities

On an enterprise network, when multiple services compete for the same resources
(such as the bandwidth and buffer), traffic congestion may occur and high-priority
services may be not processed in a timely manner. Packets can be sent to different
queues according to the priority mapping result, as shown in Figure 4-11.
Different scheduling modes are set in the outbound direction to implement
differentiated services.
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Figure 4-11 Networking of congestion management
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Congestion Avoidance

When congestion occurs or aggravates, congestion avoidance discards low-priority
packets to relieve network overload and ensure forwarding of high-priority
packets.

As shown in Figure 4-12, users in different LANs may upload data to the same
server, so data exchanged between users and the server passes the WAN. Because
WAN bandwidth is lower than LAN bandwidth, congestion may occur on the edge
device between the WAN and LANs. Congestion avoidance can be configured on
the edge device to discard low-priority packets such as data packets, reducing
network overload and ensuring forwarding of high-priority services.
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Figure 4-12 Networking of congestion avoidance
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4.4 Licensing Requirements and Limitations for
Congestion Management and Congestion Avoidance

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Congestion management and congestion avoidance is a basic feature of a router
and is not under license control.

Feature Limitations

If the source interface bound to a tunnel interface is a VLANIF interface or the
source IP address bound to a tunnel interface is the IP address of a VLANIF
interface, the tunnel interface does not support congestion management and
congestion avoidance.
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4.5 Default Settings for Congestion Management and
Congestion Avoidance

Table 4-2 Default settings for congestion management and congestion avoidance

Parameter Default Setting

Scheduling mode e LAN interface: WRR

e Ethernet WAN interface (except the
AR3600 series): none

e Other WAN interfaces: WFQ

Queue weight 10

4.6 Configuring Congestion Management

Pre-configuration Tasks

When congestion occurs on a network, the device enabled with congestion
management determines the packet forwarding sequence based on the configured
scheduling policy to ensure that high-priority services are sent preferentially.
Before configuring congestion management, complete the following tasks:

e  Configure priority mapping.

e  Configure priority re-marking based on traffic classifiers.

Configuration Procedure

Queue-based and class-based congestion management cannot be configured
simultaneously.

4.6.1 Configuring Queue-based Congestion Management

Context

After packets enter queues on an interface based on priority mapping, they are
scheduled based on rules. Interfaces on the device support different scheduling
modes. PQ queues are scheduled first, and multiple PQ queues are scheduled in
descending order of priority. After all the PQ queues are scheduled, the device
schedules DRR, WFQ, or WRR queues in turn. Table 4-3 describes the scheduling
modes supported by each interface.
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Table 4-3 Scheduling modes supported by each interface

Interface

Scheduling Mode

LAN interface

e PQ

e DRR

¢ WRR

e PQ+DRR
e PQ+WRR
NOTE

e Layer 2 interfaces on the AR150&AR160
(except the AR161, AR161EW,
AR161EW-M1, AR161G-L, AR161G-Lc,
AR161W, AR169, AR169CVW,
AR169CVW-4B4S, AR169JFVW-4B4S,
AR169JFVW-2S, AR169EGW-L,
AR169EW, AR169G-L, AR169-P-M9,
AR169RW-P-M9 and AR169W-P-
M9)&AR200 series support only PQ,
WRR, and PQ+WRR, but do not support
DRR.

e Layer 2 interfaces on the AR1200
(except the AR1220C, AR1220F,
AR1220E, AR1220EV, AR1220EVW and
AR1220-8GE) series SRU support only
PQ, WRR, and PQ+WRR, but do not
support DRR.

e lLayer 2 VE interfaces only support PQ,
WFQ and PQ+WFQ.

WAN interface

e PQ
o WFQ
e PQ+WFQ

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run qos queue-profile gueue-profile-name

A queue profile is created and the queue profile view is displayed.

Step 3 Run the following commands as required.

e On a WAN interface, run schedule { pq start-queue-index [ to end-queue-
index] | wfq start-queue-index [ to end-queue-index] }

A scheduling mode is configured for each queue on the WAN interface.

e On a layer 2 VE interface, run schedule { pq start-queue-index [ to end-
queue-index] | wfq start-queue-index [ to end-queue-index]}

A scheduling mode is configured for each queue on the layer 2 VE interface.
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Step 4

Step 5

Step 6

Step 7

Step 8

e On a LAN interface, run schedule { pq start-queue-index [ to end-queue-
index] | drr start-queue-index [ to end-queue-index] | wrr start-queue-index

[ to end-queue-index]}
A scheduling mode is configured for each queue on the LAN interface.

By default, all the queues on LAN-side interfaces (except Layer 2 VE
interfaces) use WRR, and all the queues on WAN-side interfaces and Layer 2
VE interfaces use WFQ.

(Optional) Run queue { start-queue-index [ to end-queue-index] } &<1-10>
length { bytes bytes-value | packets packets-value }'

The length of each queue is set on the interface.

(11 NOTE

e A queue profile that defines the queue length using the queue length command cannot
be applied to an interface of the 4ES2G-S, 4ES2GP-S, or 9ES2 card.

e A queue profile that defines the queue length using the queue length command cannot
be applied to Layer 2 interfaces of the ART00&AR120&AR150&ART60&AR200&AR1200
series SRU.

e When a queue profile is applied to a LAN interface, the queue length can be set to an
integer in the range of 1 to 25.

(Optional) Run queue { start-queue-index [ to end-queue-index] } &<1-10>
weight weight-value

The weight of each queue is set on the interface.

By default, the weight of a queue is 10.

(11 NOTE

e A queue profile that defines the queue weight using the queue weight command
cannot be applied to an interface of the 4ES2G-S, 4ES2GP-S, or 9ES2 card.

e A queue profile that defines the queue length using the queue weight command
cannot be applied to Layer 2 interfaces of the
AR100&AR120&AR150&AR160&AR200&AR1200 series SRU.

Run quit

Exit from the queue profile view.

Run interface /interface-type interface-numberl.subinterface-number ]
The interface view or sub-interface view is displayed.

Run gos queue-profile gueue-profile-name

The queue profile is applied to the interface or sub-interface.

--—-End
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4.6.2 Configuring MQC to Implement Congestion
Management

Context

The device provides the following queues for data packets matching traffic
classification rules:

e AF: ensures a low drop probability of packets when the rate of outgoing
service traffic does not exceed the minimum bandwidth. It is applied to
services of heavy traffic that needs to be ensured.

e EF/LLQ: is applied to services requiring a low delay, low drop probability, and
assured bandwidth. EF or LLQ is also applied to services occupying low
bandwidth, for example, voice packets. After packets matching traffic
classification rules enter EF or LLQ queues, they are scheduled in Strict Priority
(SP) mode. Packets in other queues are scheduled only after all the packets in
EF or LLQ queues are scheduled. When AF or BE queues have idle bandwidth,
EF queues can occupy the idle bandwidth.

(11 NOTE

If an EF queue is configured in a traffic behavior of a parent traffic policy, the EF queue
does not preempt the idle bandwidth.

Compared with EF, LLQ provides shorter delay.

e BE: is used with the default traffic classifier. The remaining packets that do
not enter AF or EF queues enter BE queues. BE queues use WFQ scheduling.
When a greater number of queues are configured, WFQ allocates bandwidth
more evenly but more resources are occupied. WFQ is applied to the services
insensitive to the delay and packet loss, for example, Internet access services.

AF queues and bandwidth can be configured for the default traffic classifier, but
BE queues are configured for the default traffic classifier in most situations.
e When the default traffic classifier is associated with AF queues:

-  The total bandwidth used by AF and EF queues cannot exceed the
interface bandwidth.

- AF queues share the remaining bandwidth based on their weights. The
remaining bandwidth is calculated as follows:

Remaining bandwidth = Available bandwidth — Bandwidth used by EF
queues

e When the default traffic classifier is associated with BE queues:
- If the bandwidth percentage is used to configure the minimum
bandwidth for AF queues:

®  The system allocates 10% of the interface's available bandwidth to
BE queues.

®  The bandwidth used by AF and EF queues cannot exceed 99% of the
interface bandwidth.

®  When the percentage of bandwidths of AF and EF queues to the
interface's available bandwidth is less than 90%, the system allocates
10% of the interface's available bandwidth to BE queues by default.
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®  When the percentage of bandwidths of AF and EF queues to the
interface's available bandwidth is larger than 90% (for example, A
%), the system allocates A% subtracted from 100% of the bandwidth

to BE queues by default.

®  AF and BE queues share the remaining bandwidth based on their
weights. The remaining bandwidth is calculated as follows:

Remaining bandwidth = Available bandwidth — Bandwidth used by

EF queues

- If the bandwidth is used to configure the minimum bandwidth for AF
queues, AF and BE queues share the remaining bandwidth in the ratio of
9:1. The remaining bandwidth refers to the bandwidth occupied by EF
queues that is subtracted from the available bandwidth.

The system allocates bandwidth to queues based on their weights.

Table 4-4 provides an example of bandwidth allocation.

Table 4-4 Example of congestion management parameter settings

Interface's Available Bandwidth

Configuration

100 Mbit/s

EF queues: a minimum of 50% of the
interface bandwidth

AF queues: a minimum bandwidth of
30 Mbit/s

BE queues: 1/9 of the bandwidth for
AF queues by default when the default
traffic classifier is associated with BE
queues

The system first allocates bandwidth to EF queues. AF and BE queues share the

remaining bandwidth based on weights:

e Bandwidth of EF queues: 100 Mbit/s x 50% = 50 Mbit/s
e Remaining bandwidth: 100 Mbit/s - 50 Mbit/s = 50 Mbit/s
e AF queues and BE queues share the remaining bandwidth in the proportion of

9:1:

- Bandwidth of AF queues: 50 Mbit/s x [9/(9+1)]= 45 Mbit/s
- Bandwidth of BE queues: 50 Mbit/s x [1/(9+1)]= 5 Mbit/s

Flow-based congestion management, also called CBQ, on the main interface or
sub-interface cannot be used with the queue profile or traffic shaping on the same

main interface or sub-interface.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 113



Huawei AR Series Access Routers 4 Congestion Management and Congestion

CLI-based Configuration Guide - QoS Avoidance Configuration

CBQ Configuration Whether the Queue Whether Traffic
Profile Can Be Shaping Can Be
Configured (qos queue- | Configured (qos gts or
profile (interface gos gts adaptation-
view)) profile)

Main interface Main interface: No Main interface: Yes
Sub-interface: No Sub-interface: No

Sub-interface Main interface: Yes Main interface: Yes
Sub-interface: No Sub-interface: Yes

{0 NOTE

Flow-based congestion management can be configured on WAN interfaces and layer 2 VE
interfaces.

Procedure
1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
" |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
¢. Run the following commands as required.

Matching Rule Command

Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-

QinQ packets id]

802.1p priority in if-match 8021p 8027p-value &<1-8>

VLAN packets
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Matching Rule

Command

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(ART1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards
do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/ vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number
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Matching Rule

Command

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE
Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd.

116




Huawei AR Series Access Routers 4 Congestion Management and Congestion
CLI-based Configuration Guide - QoS Avoidance Configuration

2.

3.

d.

Run quit
Exit from the traffic classifier view.

Configure a traffic behavior.

a.

Run traffic behavior behavior-name
A traffic behavior is created and the traffic behavior view is displayed.
Run the following commands as required.

®"  Run queue af bandwidth [ remaining ] { bandwidth | pct
percentage }

AF is configured for packets of a certain type and the minimum
bandwidth is set.

®  Run queue ef bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

EF is configured for packets of a certain type and the minimum
bandwidth is set.

®  Run queue llg bandwidth { bandwidth [ cbs cbs-value] | pct
percentage [ cbs cbs-value] }

LLQ is configured for packets of a certain type and the maximum
bandwidth is set.

®  Run queue wfq [ queue-number total-queue-number ]

The device is configured to send packets matching the default traffic
classifier to BE queues in WFQ mode and the number of queues is
set.

(Optional) Run queue-length { bytes bytes-value | packets packets-
value ¥

The maximum length of a queue is set.

{11 NOTE

You cannot use the queue-length command to set the length for LLQ queues.
(Optional) Run statistic enable
The traffic statistics function is enabled.
Run quit
Exit from the traffic behavior view.
Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]
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A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

4.  Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
iii. Run traffic-policy policy-name
The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.
Apply the traffic policy to a BD.

{11 NOTE

Only the ART00&ART20&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.

ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.
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iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

i. Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

4.6.3 Verifying the Congestion Management Configuration

Procedure

e Check the queue-based congestion management configuration.

Run the display this command in the view of the interface bound to a
queue profile to check the queue profile.

Run the display qos queue-profile [ gueue-profile-name ] command to
check the queue profile configuration.

e Check the class-based congestion management configuration.

--—-End

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

Run the display traffic-policy applied-record policy-name command to
check the specified traffic policy record.

4.7 Configuring Congestion Avoidance
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Pre-configuration Tasks

After congestion avoidance is configured, the device discards excess packets based
on the configured drop profile to adjust the network traffic and solve the network
overload problem.

Before configuring congestion avoidance, complete the following tasks:

e Configure priority mapping.

e  Configure priority re-marking based on traffic classifiers.

e Configure congestion management.

Configuration Procedure

Queue-based and class-based congestion avoidance cannot be configured
simultaneously.

4.7.1 Configuring Queue-based WRED

Context
{10 NOTE
LAN-side subcards do not support WRED.

A drop profile defines WRED parameters. You can bind the drop profile to a queue

profile and apply the queue profile to the interface to implement congestion

avoidance for queues bound to the drop profile.

The device supports WRED based on DSCP priorities or IP priorities:

e The value of an IP precedence ranges from 0 to 7.

e The value of a DSCP priority ranges from 0 to 63.

e Eight DSCP priorities correspond to one IP priority. For example, DSCP
priorities 0 to 7 correspond to IP precedence 0, and DSCP priorities 8 to 15
correspond to IP precedence 1.

WRED based on DSCP priorities differentiates services in a more refined manner.

{10 NOTE
Drop profiles can be bound to only queues using WFQ on WAN-side interfaces and Layer 2

VE interfaces of the device.

The AR1200 series, AR2200 series, AR3200, and AR3600 series search the drop profile for

the DSCP priority mapping the EXP priority multiplied by eight and discards the MPLS

packets based on the drop profile. For example, if the EXP priority of packets is 2, the device

searches a drop profile for DSCP 16 and discards packets based on the drop profile.
Procedure

Step 1 Configuring a drop profile
1.  Run system-view

The system view is displayed.
2. Run drop-profile drop-profile-name
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A drop profile is created and the drop profile view is displayed.
3. (Optional) Run wred { dscp | ip-precedence }

A WRED drop profile based on DSCP or IP priorities is configured.
4. Run the following commands as required.

- Rundscp { dscp-valuel [ to dscp-value2] } &<1-10> low-limit low-limit-
percentage high-limit high-limit-percentage discard-percentage discard-
percentage

WRED parameters based on DSCP priorities are set.

- Run ip-precedence { jp-precedence-valuel [ to ip-precedence-value2] }
&<1-10> low-limit low-limit-percentage high-limit high-limit-percentage
discard-percentage discard-percentage

WRED parameters based on IP priorities are set.
5. Run quit

Exit from the drop profile view.

Step 2 Applying the drop profile
1. Run qos queue-profile gueue-profile-name

The queue profile view is displayed.

The drop profile can be an existing drop profile or a new drop profile. You can
set the scheduling mode, queue weight, queue length, and queue shaping in
the queue profile.

2. Run schedule wfq start-queue-index [ to end-queue-index ]

WEFQ is specified for the specified queue in the queue profile.

3. Run queue { start-queue-index [ to end-queue-index] } &<1-10> drop-
profile drop-profile-name

A drop profile is bound to a queue in a queue profile.

By default, no queue is bound to a drop profile. All queues use tail drop.
4. Run quit

Exit from the queue profile view.
5. Run interface /interface-type interface-numberl.subinterface-number ]

The interface view or sub-interface view is displayed.
6. Run qos queue-profile gueue-profile-name

The queue profile is applied to the interface or sub-interface.

--—-End

4.7.2 Configuring MQC to Implement Congestion Avoidance

A drop profile defines WRED parameters. After a drop profile is bound to a traffic
behavior, associate the traffic behavior and traffic classifier with a traffic policy
and apply the traffic policy to an interface. By doing this, the device can
implement congestion avoidance for traffic matching rules in the traffic classifier.

The device supports WRED based on DSCP priorities or IP priorities:
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Procedure

The value of an IP precedence ranges from 0 to 7.
The value of a DSCP priority ranges from 0 to 63.

Eight DSCP priorities correspond to one IP priority. For example, DSCP
priorities 0 to 7 correspond to IP precedence 0, and DSCP priorities 8 to 15
correspond to IP precedence 1.

WRED based on DSCP priorities differentiates services in a more refined manner.

(1 NOTE

Congestion avoidance can be configured on the WAN-side interfaces and layer 2 VE
interfaces.

A drop profile takes effect for only AF and BE queues; therefore, class-based congestion
management must have been configured before you configure flow-based congestion
avoidance.

Assume that the EXP priority in MPLS packets is a. The AR1200 series, AR2200 series,
AR3200, and AR3600 series search for the DSCP priority that equals the EXP priority
multiplied by eight (a x 8) in the drop profile. Then the device discards the MPLS packets
based on the drop parameters in the drop profile. For example, the EXP priority in MPLS
packets is 2. The device searches for DSCP priority 16 (2 x 8) in the drop profile, and
discards the MPLS packets based on the drop parameters in the drop profile.

Configuring a drop profile.

a. Run system-view
The system view is displayed.
b. Run drop-profile drop-profile-name
A drop profile is created and the drop profile view is displayed.
c. (Optional) Run wred { dscp | ip-precedence }
A WRED drop profile based on DSCP or IP priorities is configured.
d. Run the following commands as required.
®  Run dscp { dscp-valuel [ to dscp-value?] } &<1-10> low-limit /low-

limit-percentage high-limit high-limit-percentage discard-
percentage discard-percentage

WRED parameters based on DSCP priorities are set.
®"  Run ip-precedence { /p-precedence-valuel [ to jp-precedence-

value? 1 } &<1-10> low-limit low-limit-percentage high-limit high-
limit-percentage discard-percentage discard-percentage

WRED parameters based on IP priorities are set.
e. Run quit
Exit from the drop profile view.
f.  Run quit
Exit from the system view.
Configure a traffic classifier.

a. Run system-view
The system view is displayed.
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Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.

" |f a traffic classifier contains ACL rules, packets match the traffic
classifier only when they match one ACL rule and all the non-ACL
rules.

= |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
Run the following commands as required.

Matching Rule Command

Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-

QinQ packets id]

802.1p priority in if-match 8021p 8027p-value &<1-8>

VLAN packets

Inner 802.1p priority | if-match cvlan-8021p 8027p-value &<1-8>
in QinQ packets

EXP priority in MPLS | if-match mpls-exp exp-value &<1-8>
packets
(AR1200&AR2200&A
R3200&AR3600
series)

Destination MAC if-match destination-mac mac-address [ mac-
address address-mask mac-address-mask ]

Source MAC address | if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR if-match dlci start-dlci-number [ to end-dlci-
packets number ]

DE value in FR if-match fr-de

packets

Protocol type field if-match [2-protocol { arp | ip | mpls | rarp |

encapsulated in the protocol-value }
Ethernet frame
header

All packets if-match any
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Matching Rule

Command

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.
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Matching Rule

Command

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

3. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed.

(11 NOTE

queue af or queue wfq must have been configured in the traffic behavior.

b. Run drop-profile drop-profile-name

A drop profile is bound to the traffic behavior.

{11 NOTE

A drop profile must have been created and WRED parameters have been set.

c. (Optional) Run statistic enable

The traffic statistics function is enabled.

d. Run quit

Exit from the traffic behavior view.
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e.

Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(1 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
iii. Run traffic-policy policy-name
The traffic policy is bound to the interzone.
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By default, no traffic policy is bound to an interzone.
Apply the traffic policy to a BD.

(11 NOTE

Only the ART00&AR1208&AR150&AR160&AR200&AR1200 series routers and the
AR2220E support this configuration.

i.  Run system-view
The system view is displayed.
ii. Run bridge-domain bd-id
A BD is created and the BD view is displayed.
By default, no BD is created.
iii. Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.
By default, no traffic policy is applied to a BD.
Apply the traffic policy in the system view.

i.  Run system-view
The system view is displayed.

ii. Run traffic-policy policy-name global bind interface { /nterface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(10 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

4.7.3 Verifying the Congestion Avoidance Configuration

Procedure

Checking the queue-based congestion avoidance configuration

Run the display this command in the interface view to check the queue
profile bound to the interface.

Run the display this command in the queue profile view to check the
drop profile bound to the queue profile.

Run the display drop-profile [ drop-profile-name ] command to check
the drop profile configuration.
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e Checking the flow-based congestion avoidance configuration

- Run the display traffic behavior { system-defined | user-defined }

[ behavior-name ] command to check the traffic behavior configuration.
- Run the display traffic classifier { system-defined | user-defined }

[ classifier-name ] command to check the traffic classifier configuration.

- Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

- Run the display traffic-policy applied-record policy-name command to
check the specified traffic policy record.

--—-End

4.8 Configuration Examples for Congestion
Management and Congestion Avoidance

4.8.1 Example for Configuring Congestion Management and
Congestion Avoidance

Networking Requirements

As shown in Figure 4-13, voice, video, and data services on the LAN side of the
enterprise are connected to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA
and SwitchB, and are sent to the WAN-side network through GE3/0/0 of RouterA.

Packets are marked with different DSCP priorities by SwitchA and SwitchB, and the
priorities of voice, video, and data services are ef, af43, and af32 and af31.
RouterA sends packets to queues based on DSCP priorities. The rates of Eth2/0/0
and Eth2/0/1 on RouterA are greater than those of GE3/0/0, congestion may occur
on GE3/0/0 in the outbound direction. It is required that voice packets be sent
first. Ensure that video and data packets with smaller priority obtain less
bandwidth and have less drop probability.
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Figure 4-13 Networking diagram of congestion management and congestion
avoidance configurations
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Configuration Roadmap

Congestion management and congestion avoidance are used to lessen congestion.
The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure interfaces so
that enterprise users can access the WAN-side network through RouterA.

2. On the Router, configure an interface to trust DSCP priorities so that packets
with different priorities enter different queues.

3. Create a drop profile, and set WRED parameters based on DSCP priorities so
that packets with smaller priorities have greater drop probability.

4. Create a queue profile in which PQ scheduling is used for voice packets and
WFQ scheduling is used for video and data packets so that voice packets are
sent preferentially and video and data packets are scheduled based on
priorities.

5. Bind the drop profile to the queue profile, and apply the queue profile to the
interface on RouterA connected to the WAN to implement congestion
avoidance and congestion management.

Procedure

Step 1 Create VLANs and configure interfaces.
# Create VLAN 20 and VLAN 30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 20 30

# Configure Eth2/0/0 and Eth2/0/1 to trust DSCP priorities, configure them as
trunk interfaces, and add Eth2/0/0 to VLAN 20 and Eth2/0/1 to VLAN 30.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 129



Huawei AR Series Access Routers 4 Congestion Management and Congestion
CLI-based Configuration Guide - QoS Avoidance Configuration

Step 2

Step 3

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] trust dscp
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/0] quit

[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] trust dscp
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 30
[RouterA-Ethernet2/0/1] quit

(10 NOTE

Configure the interface of SwitchA connected to RouterA as a trunk interface and add it to
VLAN 20.

Configure the interface of SwitchB connected to RouterA as a trunk interface and add it to
VLAN 30.

# Create VLANIF 20 and VLANIF 30, assign IP address 192.168.2.1/24 to VLANIF
20, and assign IP address 192.168.3.1/24 to VLANIF 30.

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Assign IP address 192.168.4.1/24 to GE3/0/0.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

(11 NOTE

Configure RouterB to ensure that there is a reachable route between RouterB and RouterA.
The configuration details are not mentioned here.

Create drop profiles.

# Create drop profiles data and video on RouterA.

[RouterA] drop-profile data

[RouterA-drop-profile-data] wred dscp

[RouterA-drop-profile-data] dscp 28 low-limit 50 high-limit 70 discard-percentage 30
[RouterA-drop-profile-data] dscp 26 low-limit 40 high-limit 60 discard-percentage 40
[RouterA-drop-profile-data] quit

[RouterA] drop-profile video

[RouterA-drop-profile-video] wred dscp

[RouterA-drop-profile-video] dscp 38 low-limit 60 high-limit 80 discard-percentage 20
[RouterA-drop-profile-video] quit

Create a queue profile.

# Create a queue profile queue-profile1 on RouterA and set the scheduling mode
for each queue.

[RouterA] qos queue-profile queue-profilel
[RouterA-gos-queue-profile-queue-profile1] schedule pq 5 wfq 3 to 4

(11 NOTE

You can run the display qos map-table command to check the mapping between DSCP
priorities and local priorities on RouterA.

Packets enter queues based on local priorities mapping DSCP priorities.
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Step 4 Apply the queue profile.
# Bind the drop profile to the queue profile.

[RouterA-qos-queue-profile-queue-profile1] queue 4 drop-profile video
[RouterA-qos-queue-profile-queue-profile1] queue 3 drop-profile data
[RouterA-qos-queue-profile-queue-profile1] quit

# Apply the queue profile to GE3/0/0 of RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] qos queue-profile queue-profile1

Step 5 Verify the configuration.

# View the interface configuration on RouterA.

[RouterA-GigabitEthernet3/0/0] display this
#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0

gos queue-profile queue-profile1

#

return

# View the drop profile configuration.

[RouterA-GigabitEthernet3/0/0] quit

[RouterA] display qos queue-profile queue-profile1
Queue-profile: queue-profile1

Queue Schedule Weight Length(Bytes/Packets) GTS(CIR/CBS)

3 WFQ 10 /- /-
4 WFQ 10 -/- -
5 PQ - - /-

# View the drop profile bound to the queue profile.

[RouterA] qos queue-profile queue-profile1
[RouterA-gos-queue-profile-queue-profile1] display this
#
gos queue-profile queue-profile1

queue 3 drop-profile data

queue 4 drop-profile video

schedule wfg 3 to 4 pg 5
#
return

# View the configuration of drop profiles.

[RouterA-gos-queue-profile-queue-profile1] quit
[RouterA] display drop-profile video
Drop-profile[2]: video

DSCP Low-limit High-limit Discard-percentage
0(default) 30 100 10
1 30 100 10

2 30 100 10

3 30 100 10

4 30 100 10

5 30 100 10

6 30 100 10

7 30 100 10
8(cs1) 30 100 10
9 30 100 10
10(af11) 30 100 10
11 30 100 10
12(af12) 30 100 10
13 30 100 10
14(af13) 30 100 10
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15 30 100 10
16(cs2) 30 100 10
17 30 100 10
18(af21) 30 100 10
19 30 100 10
20(af22) 30 100 10
21 30 100 10
22(af23) 30 100 10
23 30 100 10
24(cs3) 30 100 10
25 30 100 10
26(af31) 30 100 10
27 30 100 10
28(af32) 30 100 10
29 30 100 10
30(af33) 30 100 10
31 30 100 10
32(cs4) 30 100 10
33 30 100 10
34(af41) 30 100 10
35 30 100 10
36(af42) 30 100 10
37 30 100 10
38(af43) 60 80 20
39 30 100 10
40(cs5) 30 100 10
41 30 100 10
42 30 100 10
43 30 100 10
44 30 100 10
45 30 100 10
46(ef) 30 100 10
47 30 100 10
48(cs6) 30 100 10
49 30 100 10
50 30 100 10
51 30 100 10
52 30 100 10
53 30 100 10
54 30 100 10
55 30 100 10
56(cs7) 30 100 10
57 30 100 10
58 30 100 10
59 30 100 10
60 30 100 10
61 30 100 10
62 30 100 10
63 30 100 10

[RouterA] display drop-profile data
Drop-profile[1]: data

DSCP Low-limit High-limit Discard-percentage
0(default) 30 100 10
1 30 100 10

2 30 100 10

3 30 100 10

4 30 100 10

5 30 100 10

6 30 100 10

7 30 100 10
8(cs1) 30 100 10
9 30 100 10
10(af11) 30 100 10
11 30 100 10
12(af12) 30 100 10
13 30 100 10
14(af13) 30 100 10
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15
16(cs2)
17
18(af21)
19
20(af22)
21
22(af23)

26(af31)
27
28(af32)
29
30(af33)

34(af41)
35
36(af42)
37
38(af43)
39
40(cs5)
41

42

43

44

45
46(ef)
47
48(cs6)
49

50

51

52

53

54

55
56(cs7)
57

58

59

60

61

62

63

30
30
30
30
30
30
30
30
30
30
30
40
30
50
30
30
30
30
30
30
30
30
30

10
10
10
10
10
10
10
10
10
10

40
10
30
10
10
10
10
10
10
10
10
10
20
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

vlan batch 20 30

#

drop-profile data

wred dscp
dscp af31 low-limit 40 high-limit 60 discard-percentage 40
dscp af32 low-limit 50 high-limit 70 discard-percentage 30

#

drop-profile video
wred dscp
dscp af43 low-limit 60 high-limit 80 discard-percentage 20
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#

gos queue-profile queue-profilel
queue 3 drop-profile data
queue 4 drop-profile video
schedule wfq 3 to 4 pg 5

#

interface Vlanif20

ip address 192.168.2.1 255.255.255.0

#

interface Vlanif30

ip address 192.168.3.1 255.255.255.0

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 20

trust dscp

#

interface Ethernet2/0/1

port link-type trunk

port trunk allow-pass vlan 30

trust dscp

#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0
gos queue-profile queue-profile1

#

return

4.9 FAQ About Congestion Management and
Congestion Avoidance

4.9.1 How Is the Bandwidth Calculated in the AF and EF
Queues on a Tunnel Interface?
The tunnel interface is a virtual interface that cannot sense the bandwidth on the
physical interface. Therefore, the following requirements are specified:

e If the qos gts command is not executed on the tunnel interface, the available
bandwidth is 1 Gbit/s.

e If the qos gts command has been executed on the interface, the available
bandwidth is the value of cir.

4.9.2 Which Scheduling Modes Do LAN-Side Boards and WAN-
Side Boards Support?
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Table 4-5 Scheduling modes supported by each interface

Interface Scheduling Mode

LAN interface o PQ

e DRR

e WRR

e PQ+DRR
e PQ+WRR
NOTE

e Layer 2 interfaces on the AR150&AR160
(except the AR161, AR161EW,
ART61EW-M1, AR161G-L, AR161G-Lc,
ART61W, AR169, AR169CVW,
ART169CVW-4B4S, ART169JFVW-4B4S,
ART69JFVW-2S, AR169EGW-L,
ART69EW, AR169G-L, AR169-P-M9,
AR169RW-P-M9 and AR169W-P-
M9)&AR200 series support only PQ,
WRR, and PQ+WRR, but do not support
DRR.

e Layer 2 interfaces on the AR1200
(except the AR1220C, AR1220F,
AR1220E, AR1220EV, AR1220EVW and
AR1220-8GE) series SRU support only
PQ, WRR, and PQ+WRR, but do not
support DRR.

e Layer 2 VE interfaces only support PQ,
WFQ and PQ+WFQ.

WAN interface e PQ
e WFQ
e PQ+WFQ

4.9.3 Are There Any Requirements for Weights Assigned to
Queues for WFQ Scheduling, and Do | Have to Ensure That
the Sum of All Weights Is 100?

In weighted fair queuing (WFQ) scheduling, the value of the weight for each
queue is 1-100. Generally, the sum of all weights is set to 100 to facilitate
calculation. However, this is not mandatory.

The bandwidth ratio occupied by each queue = the weight of the queue/the sum
of all weights.

For example: If the current interface has four queues, and the weights are 10, 10,
10, and 50 respectively, the bandwidth ratio is 10/80 when the weight value of the
queue is 10, and the bandwidth ratio is 50/80 when the queue's weight value is
50.
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4.9.4 What Impact Does the Queue Length Have?

A longer queue buffers more packets but introduces a longer delay.

If congestion intermittently occurs on a network, buffering more packets prevents
unnecessary packet loss. If congestion constantly occurs on a network, increasing
the queue length cannot solve this problem. You need to increase the bandwidth.

4.9.5 What Functions Do Drop Profiles Have?

Drop profiles have the following two functions:

e By default, AR series routers use the tail drop method and discard data
packets at the end of a queue when congestion occurs. The tail drop method
causes global Transmission Control Protocol (TCP) synchronization and
reduces link usage. Drop profiles and the Weighted Random Early Detection
(WRED) can solve this problem.

e By configuring different priority-based drop probabilities in drop profiles, you
can ensure that packets with a low priority are dropped preferentially, and
ensure the quality of high-priority and low-delay services.

4.9.6 In Which Situation Do EF Queues Preempt the Idle
Bandwidth?

When traffic is not congested on a device interface and AF or BE queues have idle
bandwidth, EF queues can preempt the idle bandwidth.

When the SRU80, SRU200, SRU200E, or SRU400 is used, Ethernet interfaces and
POS interfaces do not support idle bandwidth preempted by EF queues.

If an EF queue is configured in a traffic behavior of a parent traffic policy, the EF
queue does not preempt the idle bandwidth.
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